Access Guide for UC Davis Systems

Office of Research — Security Ligisons

e Primary Contact: Hijab Chaudhry — hzchaudhry@ucdavis.edu
e Backup Contact: Nina Weaver — nweaver@ucdavis.edu

A list of all active Security Liaisons at UC Davis is available on the Aggie
Enterprise Security and Access webpage.
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Agagie Enterprise (Oracle)

Requesting Access for New Employees

1. Requesting unit (preferably the hiring manager) should email the OR
Security Ligison to request system access for a new employee.

2. Required information in the emaiil:
o Employee’s Name
o Employee ID
o Unit Financial Department Code
o Access needed in AE

= Referto the Job Roles and Access Levels to determine
appropriate access based on the individual's job
responsibilities.

= For assistance in identifying the correct roles, contact your
department’s Chief Administrative Officer (CAQO) or fiscal
officer.

3. The Security Liaison will review the request and follow up if necessary.

4. Once confirmed, the OR Security Licison will create an Aggie Enterprise
ticket and tag the requester for updates.

Helpful Links

e Aqggie Enterprise Lodgin

« Knowledge Base Guides

Important Access Information

o Avadilable to: Active employees with a primary job in UCPath (Business
Units DVCMP or UCANR) and FTE greater than 0.

e Not available to:
o Business Unit DVMED

o Contingent Workers (Job Code beginning with CWR or Pay Group
CWR)


https://kb.ucdavis.edu/?id=10210
https://servicehub.ucdavis.edu/servicehub?id=ucd_cat_item&sys_id=69aaee7a1bf7291094087bff034bcb48
https://servicehub.ucdavis.edu/servicehub?id=ucd_cat_item&sys_id=69aaee7a1bf7291094087bff034bcb48
https://login-etfq-saasfaprod1.fa.ocs.oraclecloud.com/oam/server/obrareq.cgi?encquery%3Dcvzd8xjeCG7R1TT3rENNhdpg41MvH%2FayvKuzOQTzJCtCU25hWy38nWbPAfzvsxsZaFLZpic8Y0bgTKEgqECBnAmVpWeX%2FCIrA5pvCV7TxTxCJtwXpMh3a3r%2FooSTjcUuy1MAux6StwhNkevJjAIhpBmmwVABpIRVthqrm6INrVNqmmZbEcawdvwA%2FUneGtsXOm9Dtl4zeTgKMtAmT3UXotpOSLYs%2B6GvNvxoreo4Zn3xMbl%2Ftt8OESRkIj9tQCADVcIQFC6o0mQWV9INTeDLdzxCs42sZA9XCAwqK%2F1KptBBEuwG8mEO2OfDto4RDf8r1sq01ycFTrca8qzQesFekyfTi0GafPEvxXys9R%2FqImkRFOl%2BGXllrfx00ZflnJNWXgV3JuabLq9swSxcPBodsvTwL7r9VQYdsMfoNH5i0c1DfNf5Ru33Owh8DLU2zsDjDKui%2Fn%2Fin1SLfF0qBiiZU1PYTYHyyiXjs8EtqE7HN%2BwIPTY0EYwzO6I5XZOH0X%2F9duKFOH26zVOy%2B3CTHODm6Zh8OwwnKcUXWuvqsskbNYeAI%2BmHMLkX68mjJOrBYtMe0gvzqE4wBTWrrvN%2FdtlRkZ1n6%2F4blrZCW7ZiNtdvH7ykLn73JIgRTq3gTmRTRjQ5UZMIPWDSsWAzResTSKfjIKt7vjN3XoZGxicqkB5h5zbsi9T0%2B7%2BsejAed60pa3OCQF0nEbOtW3khWj6o6bZShRzyD81Dyt9s1Ll1riW6DktepOmeisHJJI%2FFN6RA5HG%2BdxbcVksSVLNY1jA%2BoW7N9rYl7L9Ba5yBN2%2FvPzIb6gsXrzMKrpRDEeUFJM60ov%2BVhIA9K2srxPGKRWvrA09WITlFjQGtrjugW8QVhQjzyDrLfBjvR%2BKTXZi5CYQozhkcbXcY32iB0w53avNygwPxH4%2F8ZWsONGpHSKZsGih3aGPGmaxSy6dpW8xYyjL76wbOo1H4EVlQUjclUNSN5pYbVINtmiizjYBgDpyNupQ%2FQDHzdgWhQSgM2FjMmSKtkfsBriuA3QBh1a0PZBbwFjrVRD2v0UEAHq75a00IVa%2BJHOpKqY%2F9Nd6GzwNyQmWYCAk5wn0YB1xDSgQ81E%2FdkOPgmoDM48ZSbgMgWrd0Mw4V6Xw%2BKfrc46R6FDJi5DHoWYtGmQOTsnHS0lfhhQJj9oUBxgLl694f6Jl8dQ0vPE3RChesq3FEWGtljg4tuNIrykgHm%2BusfeekTQN%2B5aOwZ5kDGNm4Gdx4kAJQac44iQv7MfslT%2BQo607wlOWF1MjGIK7xD5qgunM207zZQtEuw9kQjsOmu4WxDj0MeYHpguaN2pc5gYxViPc%2BQrTEiU9KXvLxOgRqgVYcW13GMKU65mDlb90bSvolxSj3Jv28L7qvhKPanvyfW1heGQsDH2lNL6vzB8nVVAuRfriaZJDUkTJxGjQRku1w4Qak%2FC%2FgtkHvQj1PrNbKGjmhV%2FOKiBRIdkFs%2BaD8ZMo1PXn7fZpbMhtxx67NHCMalZ%2FIdz4l2gLTlt7nY4PnSrYAgN2%2BY5hu80jKubmHkGI%2FH9LChio%2FLcoKso1lTt0X4ElvHj%2FMblA5c%2FGkq99z34a03eshK51JQjRxkMoXcbVCr%2B%2BJAyoEp1QGsruvP0MefQ174iBmx2sC4G8%2BqvFe%2BpRP2rOwFYTh5PUF%2FnnI790tVGluX15dl2ZJyg%3D%3D%20agentid%3DOraFusionApp_11AG%20ver%3D1%20crmethod%3D2%26cksum%3D8a77c4cab430b0ff67191f30da870f6126f87296&ECID-Context=1.006ClPehPQX3z0sMwijc6G0010Ei0002fd%3BkXjE
https://servicehub.ucdavis.edu/servicehub?id=ucd_kb_view2&sys_id=dd65c70b1b5039904690ea04604bcbc9&spa=1
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o Temporary Affiliates (non-employees)
o Without Salary (WOS) jobs
Removing Access for Existing Employees

1. Requesting unit (preferably the hiring manager) should email the OR
Security Licison to request removal of access for an existing employee.

2. Required information in the emaiil:
o Employee’s Name
o Employee ID
o Unit Financial Department Code
o Last day with the department (to remove access)
3. The Security Liaison will review the request and follow up as necessary.

4. Once confirmed, the Security Liadison will create an Aggie Enterprise ticket
and tag the requester for updates.

Updating Project Managers

e Updating Project Manager for Non-Sponsored Projects

o« Updating Project Manager for Sponsored Projects

For any questions, please email the OR Security Liaison.



https://servicehub.ucdavis.edu/servicehub#submit_ticket_to_ae_help_desk
https://kb.ucdavis.edu/?id=09546
https://kb.ucdavis.edu/?id=11156
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Pre-Purchasing System (OPP)

Requesting Access for New Employees

1. Requesting unit (preferably the hiring manager) should email the OR
Security Ligison to request system access for a new employee.

2. Required information in the emaiil:
o Employee’s Name
o Employee’s Email or Kerberos ID
o Unit Name
o Access needed in OPP (Refer to the Roles guide for details)
3. The Security Liaison will review the request and confirm access updates.
Helpful Links
e OPPlogin

« Knowledge Base Guides

Removing Access for Existing Employees

1. Requesting unit (preferably the hiring manager) should email the OR
Security Ligison to request removal of access for an existing employee.

2. Required information in the emaiil:
o Employee’s Name
o Employee ID
o Unit Name
o Last day with the department (to remove access)

3. The Security Liaison will review the request and follow up as necessary.


https://computing.caes.ucdavis.edu/documentation/purchasing/what-are-the-roles
https://prepurchasing.ucdavis.edu/Home/Landing
https://computing.caes.ucdavis.edu/documentation/purchasing

Back to Table of Contents

UCPath/Cognos Access

Requesting Access for New Employees

1. Requesting unit (preferably the hiring manager) should email the OR
Security Licison to request access for a new employee.

2. Required information in the emaiil:
o Employee’s Name
o Employee’s Email Address
o Unit Name
o Unit HR Department Code
o Business Justification for access being requested

3. The Security Licison will complete the UCPath access form.

4. This form will be reviewed by the UCPath Security Team. Once approved,
the OR Security Liaison will notify the requester about access provisioning.

Important Notes:

o UCPath requests usually take a few business days for review and approval
by the UCPath Security team.

o Cognos report access will be provisioned along with UCPath access by
the OR Security Liaison.

Helpful Tip: Mirroring Access

If you're unsure of the access roles to select, provide the name and email of a
similar employee, and the OR Security Liaison can mirror their access.

Removing Access for Existing Employees

1. Requesting unit (preferably the hiring manager) should email the OR
Security Licison to remove access for an existing employee.

2. Required information in the emaiil:
o Employee’s Name

o Employee’s Email Address


https://access.ucpath.ucdavis.edu/
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o Unit Name
o Unit HR Department Code
o Business Justification for removal.

3. The Security Licison will complete the UCPath access form.

4. This form will be reviewed by the UCPath Security Team. Once approved,
the OR Security Licison will notify the requester about access removal.

Helpful Links
e UCPath Login

e Cognos Login

o List of Cognos Reports

e Training Resources



https://access.ucpath.ucdavis.edu/
https://ucpath.universityofcalifornia.edu/
https://ucpath.ucdavis.edu/system-information/cognos
https://ucdavis.app.box.com/s/bevmwu7icllx8n2dpgk698isrgugn232
https://ucpath.ucdavis.edu/training/transactors#funding
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Contracts and Grants Platforms Access

Cayuse

The requesting unit (preferably the hiring manager) should follow the information
on the links below to establish access/remove for the employee:

e Information about Cayuse
e Getting Started in Cayuse

Effort Reporting System (ERS)

To request/remove access, the requesting unit (preferably the hiring manager)
should email ERSHelp@ucdavis.edu.

e Helpful Links
o ERS FAQs
o ERS Training Resources
o ERS Help Request Form



https://research.ucdavis.edu/research-support/proposals/spo-proposal/proposal-submission/cayuse-sp/
https://research.ucdavis.edu/wp-content/uploads/Written-Instructions.pdf
https://research.ucdavis.edu/wp-content/uploads/Written-Instructions.pdf
mailto:ERSHelp@ucdavis.edu
https://financeandbusiness.ucdavis.edu/systems/effort-reporting/training/faqs
https://financeandbusiness.ucdavis.edu/systems/effort-reporting/training/faqs
https://financeandbusiness.ucdavis.edu/systems/effort-reporting/help-form
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AggieExpense / Travel Approvers

1. New fiscal or department approvers must complete the AggieExpense
Approvals eCourse.

2. If the approver doesn't appear automatically, email
expensehelp@ucdavis.edu with:

o Home Department Code (6-digits)

o Financial Department Code

o Current approver and approval type
o New approver and approval type

o Additional supporting information

e PPM Projects (or other accounts information) to add as an
approver

To remove an approver no longer with the department, email
expensehelp@ucdavis.edu with the same information listed above.

Note: Department Travel Reconciliation Approvers

Department Approver:

Each department has a designated Department Approver (e.g., Program
Director/Manager) who must approve all AggieExpense transactions for their
department.

Reports to Run on Cognos to view your Department Approvers:

e AEE-318 AggieExpense Department Approvers Report
o Department approvers can be different from Fiscal Approvers

Fiscal Officer Approver: Expense reports and cash advance requests with
account allocations require approval from the Fiscal Officer assigned to those
accounts.

For information on who the fiscal approvers are for your unit, please contact OR
Security Ligison



https://uc.sumtotal.host/core/pillarRedirect?relyingParty=LM&url=https:%2F%2Fuc.sumtotal.host%2Flearning%2Fcore%2Factivitydetails%2FViewActivityDetails%3FUserMode%3D0%26ActivityId%3D390930%26ClassUnderStruct%3DFalse%26CallerUrl%3D%2Flearning%2Flearner%2FHome%2FGoToPortal%3Fkey%3D0%26SearchCallerURL%3Dhttps%253A%252F%252Fuc.sumtotal.host%252Fcore%252FsearchRedirect%253FViewType%253DList%2526SearchText%253Daggitravel%25252520approvals%2526startRow%253D0%26SearchCallerID%3D2
https://uc.sumtotal.host/core/pillarRedirect?relyingParty=LM&url=https:%2F%2Fuc.sumtotal.host%2Flearning%2Fcore%2Factivitydetails%2FViewActivityDetails%3FUserMode%3D0%26ActivityId%3D390930%26ClassUnderStruct%3DFalse%26CallerUrl%3D%2Flearning%2Flearner%2FHome%2FGoToPortal%3Fkey%3D0%26SearchCallerURL%3Dhttps%253A%252F%252Fuc.sumtotal.host%252Fcore%252FsearchRedirect%253FViewType%253DList%2526SearchText%253Daggitravel%25252520approvals%2526startRow%253D0%26SearchCallerID%3D2
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Aggie Planning

Requesting Access for New Employees

1. Requesting unit (preferably the hiring manager) should email the OR
Security Ligison to request system access for a new employee.
2. Required information in the emaiil:

Request Type (New Access or Update Access)
First Name
Last Name
Employee ID
UCD Email
Kerberos ID
Group (Role)
e For more information about user groups (roles), see User
Groups and Access Levels
Level C Financial Department

3. The Security Liaison will review the request and follow up if necessary.

Once confirmed, the OR Security Liaison will create an Agagie Enterprise ticket
and tag the requester for updates.

Helpful Links

e Aggie Planning Log-In

« Knowledge Base Guides

Removing Access for Existing Employees

1. Requesting unit (preferably the hiring manager) should email the OR
Security Ligison to request removal of access for an existing employee.
2. Required information in the email:

o Request Type (Deactivate Access)
o First Name

o Last Name

o Employee ID

o UCD Email

o Kerberos ID


https://kb.ucdavis.edu/?id=10079
https://kb.ucdavis.edu/?id=10079
https://servicehub.ucdavis.edu/servicehub?id=ucd_cat_item&sys_id=69aaee7a1bf7291094087bff034bcb48
https://kb.ucdavis.edu/?id=09882
https://kb.ucdavis.edu/?id=09882
https://kb.ucdavis.edu/?id=10172
https://kb.ucdavis.edu/?id=10172
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o Level C Financial Department
o Last day with the department (to remove access)

3. The Security Liaison will review the request and follow up as necessary.

e Once confirmed, the Security Liaison will create an Aggie
Enterprise ficket and tag the requester for updates.

QUESTIONS?

For any questions or clarifications about any of these processes, please contact
the OR Security Liaison



https://servicehub.ucdavis.edu/servicehub#submit_ticket_to_ae_help_desk
https://servicehub.ucdavis.edu/servicehub#submit_ticket_to_ae_help_desk

